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Industrial Networks

IT Networks

Main Purpose

Failure Severity
Reliability Required
Determinism

Data Composition

Average Node Complexity

Control of Physical equip-
ment

High

High

High

Small packets of periodic and
aperiodic traffic

Low (simple devices, sensors,
actuators)

Data processing and trans-
mission

Low

Moderate

Low

Large, aperiodic packets

High (large servers/file sys-
tems/databases)
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WHITELISTING

Refers to the practice of registering the set of network
flows that are allowed in a networkR, raising an alarm
or disallowing connections that have not been
explicitly allowed.



WHITELISTING

- Recommended security measure by the industry.

- Barbosa et al. [1] demostrated its efficiency to detect flow
anomalies.
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CHORD DIAGRAMS

- Conceived initially for genomics
- Previous usage on security visualizations

- ADS visual comparison [4]
- Relationships between Phishing websites [3]
- Relationships between IT subnets [2]
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OBJECTIVES

- Gaps in related literature

- No security visualizations for Industrial Networks
- Previous works based on whitelisting only detect forbidden
connections

- Objectives
- Provide situational awareness through flow visualizations
- Design a visual flow anomaly detection system
- Detect flow anomalies through temporal whitelists
- Visually highlight detected anomalies
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LEARNING PHASE

- Whitelists are formed with the detected network traffic.

- Source/Destination IP, Server port, IP protocol and packet
number

- Whitelists of variable time length.
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DETECTION PHASE

- The system evaluates and tags incoming flows comparing
them to the whitelists
- Types of tags

- Legitimate flow
- Anomalous flow
- Incorrect port
- Incorrect protocol
- Absent flow
- Anomalous flow size

- The system triggers an alarm if a non-legitimate flow is
detected



Introduction System Description Results Conclusions
00000000 0000 00000

VISUALIZATION PHASE

- The system builds the diagrams based on the tagged
flows:
- A host > A section in the circumference
- Each host type has a distinctive color group
- A bidirectional flow = A chord
- Chords inherit the color of the more active host in the
communication

- Highlights non-legitimate flows:

- Missing flows, in black
- The rest, in red



VISUALIZATION PHASE

(a) Forbidden flow between(b) Detail of the forbidden
PLC 1 and HMI 2. flow.
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TEST NETWORK

Switch 2
192.168.100.20
=\

"‘“\

PLC3 HMI1 HMI2 HMI3
192.168.100.5 192.168.100.6  192.168.100.7 192.168.100.8

Switch 1 Gateway
192.168.100.10 192.168.100.100 £
_— -
~
server1 server2 PLC1 PLC2

192.168.100.1  192.168.100.2 192.168.100.3  192.168.100.4



TooLs

- NetFlow v5

- Logstash

- ElasticSearch
- D3
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DENIAL OF SERVICE
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NETWORK SCAN
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DOWNED HOST
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Conclusions
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CONCLUSIONS

- We propose a visual monitoring system based on
whitelists and chord diagrams for ICSs.

- Collected flows in a time window are tagged and
visualized.

- Highlighting anomalous ones.

25



FUTURE WORK

- Distinguish more anomalous flow types.

- Research into re-creation of whitelists or its edition
consequences.
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